MEeTOAMYECKME PEKOMEHAALMN O PA3MELLLEHWN Ha ,,,,()OPMALMOHHBIX CTEHAAX,
ohMUMaNbHbIX UHTEPHET-caliTax 1 Apyrux MHPOPMaLMOHHbIX pecypcax
06L,e06pa3oBaTe/ibHbIX OpraHn3aLuii 1 OpraHoH, OCYLLLECTBASIIOLWNX YNpaB/ieHne B chepe

O6pasoBaH,,», MHhopMaLumn 0 6e3o0NacHOM NOBeAEHMUM U UCNONb30BaHUN ceTu «LUTrep

JkcneptaMu U 4yneHamum BpemeHHoW Komueenn CoseTa Pepepauuun HO pasBUTUID
MH(OpMaLMOHHOTO oblwecTea a pamkax

CNYylWaHNiA  «AKTyanbHble

BbIMO/THEHUA pEKOMEH,CI,aLI,VIVI napnamMmeHTCKnx

BOMPOChHI obecneyeHnss 6e30nacHOCTN U passurna nert

MH(OPMAaLMOHHOM MPOCTPaHCTBE», KOTOpble npownu B CoseTe ®enepauun 17 anpens -017 r.,

GbliM  pa3paboTaHbl METOAMYECKME PEKOMEHAAUWM O pasMelleHun ,,a WHGHOPMALMOHHbIX
CTeHAax, O(ULMANbHBIX APYrUX  UHAOPMALUOHHBIX  pecypcax

06w eobpa3oBaTeibHbIX OpraHM3auuin ,, opraHe, OCYLWeCTBAAKLWMUX YynpasneHne B cdepe

NHTEepHeT-caiTax

o6pas3oBaHus, UH(QoOpMauMm o 6Ge30nacHOM MOBEAEHUW W WUCMOSb30BaHWU CETU «VIHTEPHET,

(panee - meTogMuUecKne peKOMeHZaLuMK).

MeToAnYecKne PeKOMeHAauuy HampaBneHbl Ha KauyeCTBEHHOE MOBbILIEHWE YPOBHS

NH(QOPMALMOHHOW  AeATeNbHOCTU 06U e0bpa3oBaTebHbIX

opraHuMsauMym 1M OpraHos,
OCYLLECTBNAOLWMX yNpaBeHne B chepe 06pa3oBaHus, B YacTu ,,,,JOPMUPOBAHUA YUaLUXCS, UX

poauTenei (3aKOHHbIX NpeiCTaBUTENen) U Nejarornyecknx paboTHMKOB 06 OCHOBHbIX acnekTax
NH(pOPMaLMOHHOR 6e30MacHOCTH.

MeTofuuyeckne pekoMeHAauuy no3BONAT 06Lie06pa3oBaTeNbHbIM  OpraHM3auuaM 1

opraHam, OCYLLECTB/AIOWMM YynpaBneHne B cdepe 06pasoBaHus,

aKTyanun3npoBaTb Yxe
MCMO/b3yeMble N PasMeLLEeHHbIE MH(OPMaLMOHHbIE MaTepUasbl, Tak U MOATOTOBUTL UX B Cyyae

WX OTCYTCTBUS C YYETOM /yULINX NPaKTUK U PEKOMEHALNIA.

B pamkax MeTogMuYeckux peKoMeHaaLmnii paccmMaTpruBaroTCs Cneaytowme NHCTPYMEHT;

1. MH(OPMAaLMOHHbIE CTEHABI;
2. ohuuManbHbIE UHTEPHET-PECYPCHI;
3.

cpeacTBa MacCoBOM MH(popMauuy (LUKO/bHbIE raseTbl, Nefarornyeckne u3gaHms

n gpyrue).

VH(opMaLMOHHbIE CTEeHAbI

Ha  nH(OpMauMoHHbIX  CTeHfax

B 06lleobpa3oBaTenbHbIX  OpraHu3aumsx,

PacrnofioXeHHbIX B (hoiie  yupexaeHuii

B B KabuHeTax, OCHaLWlEHHbIX MepcoHa/lbHbIMW

yCTpOVICTBaMI/I ANna BbIX04a B ceTb «/IHTEpHET», peKOMEHAYeTCsA PasMecTUThb I/IH(*)OpMaLl'I/IOHHbIe



HOBHble COBETblI BO 06eCrnevYeHunto I/IH(*)OpMaLI'VIOHHOI\/’I 6esonacHoCTK
namAaTKn, cogepxxawine OCHOBHbIE COBET

yuatiuxcs.

nnencrtasneH obpasel, NamaATKu
B NpuaoxeHun Nel K MeTOAUYECKMM pPeKOMeHAauusm npegeTasn

a9 pa3MeLieHns Ha MHOPMALMOHHbBIX CTEHAAX.

CpeacTBa MaccoBoii MHdopmMaLmm
WH(opMaLum,
yyebHoOro

" .K  MaccoBoi

OPUEHTUPOBAHHbLIX  Ha
"TeyeHUNUMN

pasnuyHbIE NaMATKM 06LLEr0 XapaKTep

n,$HHbIX Ha
B cpeactBax MaccOBOM

WH(OpMauunM, OpUEHTUP

peKoMeHAyeTCs B TeYeHWW KaneHAApHOro rofja perynspHo ny6amnkoBatb
00 EeCTBEHHOCTb, PEKOMEHAY

BT.MWM acnektam WH(OPMaLUOHHON
NHOPMaLMOHHbIe

matepuansl, [MOCBALR e
6e30MacHOCTN KaK HeCOBEPLUEHHONETHUX, TakK

pas3nuuHble LW ara, o630pbl HOpMaTWBHO-NpaBoBoro pery P

MH(HOPMAaLMIO 0 aKTyaslbHbIX MEPOMPUATUSX U COBBITUSAX

R xome npoBeAeHus EAMHOro ypoka Mo

pekomeHayeTe, 0OECMEUNTDb BbLUYIOK TEMU»,€NKOro “ A

N N N
nmMéo cepumn nNyob6nMKauum, cpefy KOTOpbLW paccMoTpeTb OpraH—

o6yuaroLmnxcs, X  poauTeneil  (3aKOHHbLIX  MNpeAoTaBUTENEU) U

06U, eCTBEHHOCTH.

OduumansHble MIHTepHeT-pecypchbl

O6uieobpasoBaTe/ibHbIM

OpraHu3auusm peKOMEeHAyeTcs Ha

NHTepHeT-pecypcax obecneunTsb (hYHKLMOHUPOBaHMe
cneumanu3npoBaHHOro pasgen

«MHpopmaunoHHaa 6e30nacHoOCTbY,

MpesycMOTPeTb pa3MeLLeHre CleAy LW el nHpopMaLmm:

obyuvatomxcs,
roga perynspHo ny6nuMkoBaTb WHHOPMAaLNOHHbIE

acnektTam WHMHOPMAaLMOHHON 6eBOHAENO0TH, a TaKXe

na Jawon cgepsbl

CaMOCTOATENBHOTO

nefarornyeckyto

fatenbHb1lX opraHusaumii, a Takke

n

CBOMX O(ULMANbHbIX

B paMKaxX KOTop I

AN

Cofep)xaHue maTepuasnoB
No Pasgen/nogpasgen ®opmart
- npeacTaBieHUs
mMaTepuanos .
asmelLanTca Konuu
Konun fOKYMEHTOB B

1. JloKanbHbie HOpMATNBHbIE (bopmate *PDF LAOKYMEHTOB, T.€. CKAHUPOBAHHbIIA

aKTbl B cpepe o6evcne'-|eva BApUaHT AOKYMeHTa,

WH(OPMALMOHHO

| 6esonacHocTm

1co0TBeTCTBYOL U TOEGOBAHMSAM



TekcT Ha cTpaHuue
Meparornyeckum .
pa6oTHNKaM canta

Konuun oKyMeHTOB B
(hopmate *PDF

TeKCT Ha cTpaHuue
O6yuaroLmmcs . paHny
canTa

Pogutenam (3aKOHHbIM

npeacTaBUTENsIM)

obyuaroLmxcs

[NeTckue 6esonacHble canTbl Te'fCT Ha CTpaHuye
canTa

XTNAYTEHNE B C
OnraHam OCYLLEeCTBNSKOWMUM YNpPaBJEHUE B

K napameTpam CKaHUPOBaHMUS.
Pa3sMelyatoTCA LOKYMEHTbI,
pernaMmeHTUpyoLLne
opraHusauuio n paboTy ¢
nepcoHanbHbIMU AaHHbIMU,
naaHbl MEPONPUATKUIA NO N
obecrneyeHn0 MHHOPMALMOHHOW
6e3onacHOCTN 06YyYaroLWmxcs n
apyruve. s
My6aunKytoTCa aKTyanbHble
cBefleHua 06 hefepasibHbIX U
pervoHanbHbIX 3aKOHax, NMcbMax
OpraHoB BnacTu u gpyrue
HOpPMaTUBHO-MPaBOBbIE
LOKYMEHTbI, perfnaMeHTupyoLune
obecneyeHne MHHOPMALMOHHO
6e3onacHocTH
HeCcoBepLUEHHONETHUX.
[onyckaetca BMeCTO Konuii
pasmellaTb FMMEPCChbINKU Ha
COOTBETCTBYHOLLME AOKYMEHTbI Ha
caliTax OpraHoB rocyjapCTBeHHO
BnacTu.

PasmMeLtaloTcsa MeTOLMYECKME
pekoMeHAaunn 1 ykasblisaetcs
MHpopMaLna 0 MEPONPUATUSAX,
npoeKTax u nporpaMmmax,
Hamnpas/ieHHbIX Ha NOBbILIEHNE
NH(POPMaLMOHHON FPaMOTHOCTK
nefarornyecknx paboTHMKOB.-----
Pa3smMelyaeTca MHpoOpMaLMOHHas
namaTka (npunoxeHue Ne2) u
yKasblBaeTca MHGpopmMauus o
MeponpuATUAX, MPOeKTax u
nporpaMmax, HanpasJ/leHHbIX Ha
NOBbILLIEHNE MH(OPMALMOHHO
rpaMoOTHOCTU 00yyvarLLnXcs.—
Pa3meLtaeTca MH(OPMaLNOHHaS
namsaTka (npunoxkeHune Ne3).

Pa3meLlaetca UHpopmauuns o
peKOMeHAYyEeMbIX K
MCNONb30BaHUID B y4eOHOM
npouecce 6e3onacHbIX canTax,

| 6aHHepbl 6e30MacHbIX AETCKMX
lcaliToB.

%eBe O6aa3OBaHVIFI, PEKOMEHAOYETCA Ha

otuymanbHbIX nnepHon-pocypcax o6ecleHb (PYHKLMOHMPOBAHUM CaMOOr0—

n cneunann3npoBaHHOro pasaen «|/|HdJOpMaLI,I/IOHHaFI 6e30nacHOCTb», B pamMKax Koropo

npeaycMOTpeTb pasmeLleHne cnefytoLein MHpopmMaLuu:



MpunoxeHne Nel. MamATKa gna obydvarowmxca 06 MHGopMaynoHHO 6e3onacHOCTY AeTel

HENb3A

1

Bcem nogpag coobuiaTb CBOK YaCTHYK MHGopMauuto (Hactoswwme wMs, Ghamuiunio,
TeneoH, agpec, HOMep LWKOMbI, a Takxke oTorpaduy cBou, CBOEN CEMbU U ApY3eid);

2. OTKpblBaTb B/IOXEHHbIE (haiiibl 3EKTPOHHOW NOYThI, KOTAa He 3Haellb OTMNPaBUTeNS;

3. [py6uTb, NnpnampaTbCs, OKasblBaTh faBfeHne — BeCTU cebs HEBEX/IMBO U arpeccuBHO;

4. He pacnopsbkaiica pgeHbramm TBOeli ceMbu 6Ge3 paspelleHns CcTaplimx - Bcerja
crnpalumBain pogutenei;

5. He BcTpeyaiica ¢ WHTepHeT-3HAKOMbIMW B peasibHOM >KW3HW - MNOCOBETYMCA CO
B3POC/IbIM, KOTOPOMY [10BEPSELLb.

OCTOPOXXHO

1 He Bce nuwyT npasgy. Uutaewb o cebe HenpaBay B NHTepHeTe — coobuwyn 06 3TOM
CBOUM POAUTENAM WK ONeKyHam;

2. MpurnawatoT nepenucbIBaTLCA, UrpaTh, 06MEHUBATLCA - NPOBEPb, HET /X NOABOXA;

3. HesakoHHOe konupoBaHue hainos B IHTepHeTe - BOPOBCTBO;

4. Bcerfa pacckasblBali B3poc/ibIM 0 Npobnemax B CETU - OHU BCerga noMoryT;

5 Wcnonb3yli HacTpoiKku 6€30MacHOCTM U MPUBATHOCTW, 4TOObI He MNOTepsATb CBOW
aKKayHTbl B COLICeTAX U ApYyrux nopranax.

MO>XHO

1 YBaxali Apyrmx nonb3oBaTenei;

2. Monb3yewbca VMHTEPHET-UCTOYHMKOM - Aenaii CCbIIKY Ha Hero;

3. OTKpbIBai TOMLKO Te CCbIIKU, B KOTOPbIX YBEPEH;

4. O6waTbCA 3a NOMOLLbI B3POCAbL - POAMTENM, ONeKyHbl U afMUHUCTPaLuUs CaliToB
BCErfa nomMoryr;

5. Mpolign obyyeHmne Ha caiiTe «CeTeBUYOK» ¥ MOAYYM NacnopT LMMPOBOro rpaxjaHuHal



MpunoxeHne Ne2. MHGpopMaLoHHas NamMsaTKa 415t 06yyatowmnxcesa 415 pasmMeLleHns Ha
othumManbHbIX VIHTepHeT-pecypcax

C KaX[bIM FOAOM MOJOLEXMN B MHTEPHETE CTAHOBUTLCA 60/bLUE, a LWKONbHUKA OfHW 13
camMblX aKTMBHbIX MONb3oBaTeneil PyHeTa. Mexay Tem, MOMUMO OFPOMHOrO KO/MYecTBa

BO3MOXHOCTe, UHTEPHET HECeT M NPo6nembl. 3Ta NaMATKa A0/HKHA NMOMOYbL Tebe 6e30macHo
Haxo4UTLCA B CETU.

KomnbloTepHble BAPYChI

KomnbloTepHbIA  BUPYC -  3TO  Pa3HOBMAHOCTb  KOMMbIOTEPHbIX — NpPOrpamMm,
OT/INYMTENBbHON OCOGEHHOCTbIO  KOTOPOl  SIBMSIETCS  CMOCOGHOCTb K PasMHOXeHWUto. B
[OMOJIHEHNE K 3TOMY, BMPYCbl MOTYT MOBPEAUTb WK MOMHOCTBIO YHUUTOXWTb Bce (haiinbl
[aHHble, MOAKOHTPO/bHbIE MOMb30BATENO, OT MMEHW KOTOPOro Gbina 3anylieHa 3apaEéHHas
nporpamma, a TakXXe MOBPeAuTb WM AaXe YHUYTOXMTb OMepalyoHHY CUCTEMY CO BCEMM
(haiinamu B LieNIOM. B 60MbLUMHCTBE CNyYaeB PacrpoCTPaHATCA BUPYChl Yepe3 UHTEPHET.

MeTofbl 3aWMThl OT BPELOHOCHbLIX NPOrpamm:

1 Wcnonb3yii cOBpeMeHHble OMepaLuoHHbIE CUCTEMbI, UMetoLMe CepbE3HbIA YPOBEHb
3aWMTbl OT BPEAOHOCHbLIX Mporpamm;

MocToAHHO YycTaHaBnAMBaki nadvTy (LUgpPOoBbLIE 3amnfiaTKW, KOTOPble aBTOMAaTUYECKU

YyCTaHaBNMBAKOTCA C Lenbl [J0pabTKM nporpammbl) W Apyriue 0OGHOBNEHWS CBOEN

onepayynoHHOW cucTembl. CKaumBaii MX TOMIbKO C O(MLManbHOro calita paspaboTyumka

OC. Ecnu cyuiecTByeT peXxunm aBTOMaTUYECKOr0 0OHOBMEHMS, BKNKOUN ErO0;

3. PaboTail Ha cBOEM KOMMbIOTEPe MOJ NpaBaMu MoJb30BaTeNd, a He afMUHUCTpaTopa.
3TO He NO03BOAMT OONbLIMHCTBY BPEAOHOCHbLIX MPOrpaMM WHCTaNIMpoBaTbCA Ha

TBOEM NEPCOHaNIbHOM KOMMbIOTEPE;

cnonb3yil aHTMBUPYCHbIE NPOrpaMMHbIe NMPOAYKTbl U3BECTHLIX MPON3BOAUTENEN, C

aBTOMaTMYeCcKNM 0OHOBMIEHMEM 6a3;

5. OrpaHuyb (M3nYecKnin 4OCTYN K KOMMbLIOTEPY A5 NOCTOPOHHUX NnL;

6. Vcnonb3yil BHeWHWe HOCMTeNM MHAOPMaLMK, Takne Kak thnewka, AUCK unm ain us
WHTEPHEeTA, TOIbKO M3 NPOGePEHHbLIX UCTOYHUKOB;

7. He OTKpblBaii KOMMbIOTEPHbIE (haiifibl, NOAYUYEHHbIE U3 HEHALEXHbIX WUCTOYHWKOB.
[axe Te (aiinbl, KOTOpble NpUCNan TBOW 3HAKOMbIA. Jlydlle YTOYHW Y Hero,
0TNpaBAsAn N1 OH Tebe nx.
Cetn WI-F1

Wi-Fi - aT0 He BMj Nepegayn AaHHbIX, He TEXHOMOrMA, a BCEro nNnwb 6peHs, Mapka. Eue
B 1991 roay HuaepnaHAckas KomnaHus 3apermctpupoBana 6peHg «WECA», 4To 0603Ha4ano
cnosocoyetaHue «Wireless Fidelity», KoTopbI/i NepeBOANTCA KaK «6ecnpoBOLHAsA TOUHOCTb».

[o Hawero BpemeHu polna fpyras abbpesmatypa, KoTopas ABSETCA TakoW ke
TexHonorvein. 3to abopesmatypa «Wi-Fi». Takoe Ha3BaHWe Obl/10 1aHO C HAMEKOM Ha CTaHAapT
BbICLUWIA 3BYKOBOW TeXHMKM Hi-Fi, uTo B mepeBoje 03Ha4aeT «BbICOKAs TOUHOCTbY.

[a, 6ecnnaTHbIi UHTEPHET-AOCTYN B Kade, OTENAX U asponopTax SBMSETCS OT/IMUHOWA

BO3MOXXHOCTbIO BbIX0fAa B MHTEPHET. HO MHOrne aKcnepTbl CUMTAKOT, YTO 06LiedocTynHble Wi-
Fi ceTn He sBNsItOTCS 6E30NACHBIMMU.

CoBeTbl M0 6e30nacHOCTK paboTe B 06WeA0CTYNHbIX ceTax Wi-fi:



He nepegaBail cBOKO NMYHYK MHDopmMaumio 4vepe3 obulegoctynHbie Wi-Fi cetu.

PaboTas B HUX, >XenatefibHO He BBOAUTb Maponu [0CTYNa, /IOTMHbI U KaKWe-To

HOMepa;

2. Mcnonb3yil n 06HOBASA aHTMBUPYCHbIE MpOrpaMmel 1 6paHaMayep. TeM cambIM Thbl
o6e3onacullb ce6s 0T 3aKauku BMpyCa Ha TBOE YCTPOICTBO;

3. Mpu ucnonb3oBaHun Wi-Fi oTkawum dyHkumio «O6wuii goctyn K ainam u
npuHTepam». [aHHas QYHKUUA 3aKpbiTa MO0 YMOMYaHUIO, OfHAKO HeKOoTopble

nonb3oBaTeNin akTUBUPYIOT €€ Ana yaobcTBa MCNoMb30BaHUA B paboTe nnn yyebe;

He ucnonb3yin ny6nunynelin WI-FI gna nepefayv NMYHLIX AaHHbIX, Hanpumep Ans

BbIX0/a B COLMa/ibHble CETW UIN B 3IEKTPOHHYIO NOYTY;

5. Minonb3yin TONbKO 3alluiLeHHOe coefuHeHue yepes HTTPS, a He HTTP, T.e. npu
Habope Be6-aapcca BBOAN MMEHHO «https://»;

6. B mo6unbHOM TenehoHe OTKMOUM  PyHKUMIO  «[logknoyeHne K - Wi-Fi

aBTOMaTU4YeCKu». He gonyckali aBTOMaTUYECKOro NOAK/OYEHNS YCTPONCTBA K CETAM
Wi-Fi 6e3 TBoero cornacus.

CouycbIbHble ceTH

CoupanbHble CeTU aKTWBHO BXOASAT B Hallly )KWM3Hb, MHOTUE NOAU PaboTalT W XKUBYT
Tam MOCTOsSIHHO, a B Facebook y»ke 3aperncTpupoBaH MWAAMapg YesoBeK, YTO SBASETCS OAHOV
ceibMoli BCeX XuTeneil nnaHeTbl. MHOrMe Monb3oBaTeNM He MOHMMAOT, UYTO MH(opMaLms,
pa3MeLLEHHast UMW B COLMa/bHbIX CETSX, MOXET ObITb HalifjleHa N UCMOo/b30BaHa KeM YroAHo, B
TOM ymnc/e He 0653aTelbHO C 6NarMMmM HamMmepeHUsIMK.

OCHOBHbIe cOBeTbl N0 6€30NacHOCTM B counanbHbIX CETAX:

1 OrpaHuyb CNMCOK Apy3eil. Y Tebs B APY3bAX He AO0MKHO OblTb CAy4YaliHbIX U
He3HaKOMbIX NtoAei;

2. 3auwullain CBOK 4YacTHYK XXU3Hb. He ykasbiBaii naponu, TenedoHbl, agpeca, AaTy
TBOEr0 POXAEHMA W APYTYH JfINYHYK WHGOpMaunio. 310YMbIWAEHHUKA MOTyT
NCNoMb30BaTh fAaXKe WMHMOPMaUMo O TOM, Kak Tbl M TBOW poaUTeNu NnaHupyete
MPOBECTN KaHWKY/bI;

3. 3awmilaii cBoto penyTauuio - AepXKKn ee B YUACTOTE M 3afaBail cebe Bonpoc: xoTen Obl
Tbl, YTOObI APYrne NONb30BaTeNN BUAENW, YTO Thbl 3arpyXkaewb? lMogymaid, npexmae
4yeM 4YTO-TO OMy6NMKOBaTb, HaNUcaTb U 3arpy3unTsb;

4. Ecnn Tbl roBOpMLb C NHOAbMU, KOTOPbIX HE 3Haellb, He WCMO/Mb3yi CBOE peasibHOe
UMS N APYTYH NUYHYI0 MHADOPMaLMK: MMS, MECTO >XWUTENbCTBa, MECTO Yy4ebbl ”
npouee;

5. W3b6erali pasmelleHuns otorpadumii B IHTepHeTe, rAe Tbl N306paXeH Ha MECTHOCTW,
Mo KOTOPOW MOXHO ONpeAennTb TBOe MECTONONOXEHNE;

6. MMpu perncTpaunn B COLManbHON CeTN HEOBXOANMO UCMNO/Mb30BaThb C/OXKHbIE NApPoOun,
cocToswme 13 6yKB 1 LMEp 1 C KONMYECTBOM 3HAKOB He MeHee 8;

7. [Ona coumnanbHOW ceTu, NOMTbI U APYIMX CaiTOB HEOOXOAMMO MCMOMb30BaTh PasHble

naponu. Toraa ecnu Te6s B3NOMAOT, TO 3/10YMbILLMEHHUKX MOMYyYaT AOCTYN TOMbKO
K 0JHOMY MecCTy, a He BO BCe Cpasy.

SNEKTPOHHbIE AEHbIN

JNeKTPOHHbIE eHbIN — 3TO OYeHb YA06HbIA CNOCO6 NnaTeXei, 0fHAKO CYLLECTBYIOT
MOLLEHHWKMN, KOTOPbIe XOTAT NONYNUTb 3TN AEHbIN.

DNEKTPOHHbIE [IeHbIM MOSIBUINCL COBCEM HEJaBHO M MMEHHO M3-3a 3TOF0 BO MHOIMUX
rocyapcTBax A0 CMX MOP He MPOMMUCAHO MPO HUX B 3aKOHAX.


https://%c2%bb

B Poccum e OHM (DYHKUMOHMPYKOT M O HUX YXXe MpOMuWCcaHO B 3aKOHe, rae WX
Pa3AenstoT Ha HECKONbKO BWAOB - aHOHWUMHbIE U HE aHOHWMHblE. PasHMLUa B TOM, 4TO
aHOHWUMHbIE - 3TO Te, B KOTOPbIX pa3pellaeTcsi NPOBOAWTL onepauun 6e3 MaeHTU(MKaLUK
Monb3oBaTesNsl, a B HEAHOHUMHBIX MAEHTU(MUKALMN NONb30BaTENS ABMSETCS 0653aTeIbHOIA.

Takxke cnefyeT pasnnyaTb 3MEKTPOHHbIE (PUaTHble AeHbrM (PaBHbl FOCYAAPCTBEHHbLIM
Ba/Il0Tam) U 3N1eKTPOHHbIE He(MaTHbIe AeHbr (He paBHbl rOCy4apCTBEHHbLIM BatoTam).

OCHOBHbIe COBETbLI M0 6e30MacHON paboTe C 3NEKTPOHHBLIMU AeHbramu:

1. TpuBSXKU K CYETY MOOWMbHBIA TenedoH. ITO camblii YAOGHbIA 1 BbICTPLIA CNOCO6
BOCCTAHOBWTbL AOCTYN K cueTy. lMpuBsA3aHHbIA TenetoH MOMOXET, ecnn 3abypeLlb

CBOI NaTeXHblli Napoib UK 3ainfellb Ha caiiT ¢ HE3HaKOMOro YCTPOICTBa;

2. Wcnonb3yii ofiHOpa3oBble Naponu. [locne nepexofa Ha YCWIEHHYH aBTOPU3aLMIO
Te6e y)xe He Gy/ieT YrpoXKaTb OMacHOCTb KPaXU UM MepexsaTta NiaTexxHoro napons;
3. BbiGepu CNOXHbIA naponb. [MpecTynHUKam 6yAeT He MNpocTO yrafaTb CHOXHbIN

naposib. HafexXHble Naponn — 370 Naposnu, KoTopble cofep)kat He MeHee 8 3HaKOB U

BK/HOUAOT B Ce6A CTPOUHbIE WM MPONUCHbIE BYKBbI, LUMPbI U HECKONBLKO CUMBOJIOB,

TaKue KaK 3HaK fonnapa, PyHTa, BOCKIMLATENbHbIA 3HaK 1 T.N. Hanpumep, StRONng!;;
4. He BBOAW CBOW /IMYHbIE faHHbIE Ha CailTax, KOTOpPbIM He A0BepseLlb.

ONeKTpOHHaa noyTa

DNeKTPOHHasa NoyTa — 3TO TEXHOOINA U NPeAOCTaB/sgeMble €0 YCAYri MO Mepechiike 1
MOMYYEHUIO 3/1IEKTPOHHbIX COOOLLEHWA, KOTOpble pacnpefensoTcsd B KOMMbIOTEPHOM CeTw.
O6bI4HO 3M1EKTPOHHbIN NOYTOBbIN ALNK BbIFNAAUT cnegyoLumnm o6pasom;
UMA_NOoNb30BaTen @uma_aoMeHa. Takxe Kpome nepefadnm npocToro TeKcTa, UMeeTcs
BO3MOXHOCTb MepefaBatb (haiinbl.

OCHOBHbIe COBETbI MO 6e30nacHol paboTe C 3/1EKTPOHHOW NOYTOM:

1. Hago BbI6paTh NpaBW/bHbLIA NOYTOBLIA CepBUC. B MHTEpPHETE ecTb OFPOMHBIA BbIGOP
6ecnnaTHbIX NOYTOBLIX CEPBUCOB, OfHAKO flyylle [OBEPATb TeM, KOro 3Haellb U KTO
NnepBbliA B pENTUHTE;

2. He ykasblBall B IMYHOI MoYTe NMYHYIO MH(opMauuio. Hanpumep, nydwle BbliGpaTbh
«MY3blKanbHbI_(haHaT@» unn «pok2013» BMeCTO «Temal3»;

3. Vicnonb3yii AByX3TanHyH aBTopM3aumMi0. 3TO KOrjga noMUMO Napons HYy>XHO BBOAMTb
Kof, npucbinaemblii no SMS;

4. Bblbepn CNoXHbIA naponb. N8 KakAoro noytoBoro sAlWjMka AO0/MKeH OblTh CBOIA
HafeXHbI, YCTOWUYMBLIFA K B3NOMY Mapo/ib;

5. Ecnn eCTb BO3MOXHOCTb HanmucaTb CaMOMYy CBOM /IMYHbIA BONPOC, UCMNOMb3YIA 3Ty
BO3MOXHOCTb;

6. Mcnonb3yil HECKOMbKO MOYTOBLIX AWMKOB. [epBblii AN YacTHOW MEPenucku ¢
afpecataMmy, KOTOpbIM Tbl [OBepsellb. 3TO 3/EKTPOHHbLIA ajpec He Hago
MCMOoMb30BaTh MPY PerucTpaumm Ha opymax v caiTax;

7. He oTkpbiBali haitfibl U apyrue BAOXKEHWA B NMUCbMaxX AaXKe ec/in OHW NPULLIAN OT
TBOUX Apy3eii. Jlyulle YyTOUHM Y HWUX, OTMPaBASAAN N OHW Tebe 3Tu aiinel;

8. Tlocne OKOH4YaHMs pabOTbl Ha MOYTOBOM CepBUCE Nepej 3aKpbiTUEM BKIaAKU C

CanToOM He 3aby/fb HaXaTb Ha «BbINTU».



Kn6ep6ynanHr uan BupTyanbHoe 13aeBaTeNbCcTBO

KnbepbynnmHr — npecnefioBaHne COOGLIEHUSMM, COAEPXALIMMU  OCKOpPBIeHuS,

arpeccuio, 3anyruBaHue; XynuraHcTBO; couuanbHOe 6OMKOTMPOBaHUE C MOMOLLbID PasINYHbIX
MHTEPHET-CEPBICOB.

OCHOBHbIe COBETbI N0 60pbbe ¢ KNbepbynaNHIoM:
1. He 6pocaiica B 60i. Slyuwnii cnocob: NOCOBETOBATLCA KakK cebs BECTU U, eCnn HeT
TOr0, K KOMYy MOXHO 06paTuTbCH, TO BHayane YCMOKOWUTbCA. ECAn Tbl HauHellb

O0TBeYaTb OCKOpPOMEHUAMM Ha OCKOpOG/EeHWA, TO TONbKO elle 60Mblie pasoXxiKellb
KOH(NKT;

2. ¥Ynpasnsii cBoeil KnbeppenyTauuen;

3. AHOHUMHOCTb B CeTM MHMMas. CyllecTBYHOT CMOCOObI BLISICHUTb, KTO CTOMT 3a
AHOHMMHbIM aKKayHTOM;

4. He CTOWT BECTW XYNUTaHCKUA 06pa3 BUPTYanbHOM XU3HWU. VIHTepHeT MKCMpyeT BCe

TBOW AEWACTBMS U COXPaHSET NX. YAanuTb UX 6yaeT KpaiiHe 3aTpyAHUTENbHO;

Cobntofain cBOI BUPTYaNbHYH YecTb CMOMOAY;

VIrHopupyi efuMHWYHbIA Heratue. O/HOPa30Bble OCKOPOUTE/NbHbIE COOGLLEHMS

nydile nrHopupoBaTth. OB6LIYHO arpeccysi MPEKPaLLAeTCcs Ha Haua bHOI cTaauum;

7. BaH arpeccopa. B nporpamMax o6mMeHa MrHOBEHHBIMU COOBLLEHUAMM, B COLMA/IBbHbIX
CEeTX €CTb BO3MOXHOCTb 6/I0KMPOBKM OTNPaBKW COOGLLEHU C OnpeaeneHHbIX
a/lpecoB;

8. Ecnm  Tbl cBuaeTenb KubepbynnuHra. TBOW AelCTBUS:  BbICTYMWUTb MPOTUB
npecnefoBartens, MOKasaTb €My, 4YTO €ro [JeicTBWA OLEHWBAKOTCA HEraTueHO,

noafepXXaTb >KepTBY, KOTOPOA Hy>XXHa MCUXONMOrMYeckas MOMOLLb, COOGLMUTD
B3POC/IbIM O (PaKTe arpecCUBHOIO MOBEAEHNS B CETH. ’

o O

Mo6uNbHLIA TenedoH |

CoBpeMeHHble CMapT(OHbl X NnaHWeTbl COAepXaT B cebe BMOAHE B3POCAbIiA
(hYHKUMOHAN, W Temepb OHW MOTYT KOHKYPMpOBaTb CO CTalMOHapHbLIMK KOMMbIOTEPaMU.
OfHaKo, CPeACcTB 3alWTbl ANl MOA0OHbIX YCTPOMCTB NOKA OYeHb Mano. TecTUpoBaHME MU MOUCK

YA3BUMOCTE B HUX MPOUCXOAMT He TaK MHTEHCUBHO, Kak ans MK, 1o xe Camoe kacaeTtca u
MOOUSIbHBIX MPUSTOXKEHWIA.

CoBpemMeHHble MOGW/bHbIE Gpay3epbl YXKe MPaKTUYECKN JOTHaNN HACT6/bHbIE aHAIOorU,

O[HaKO paclunpeHne (yHKUMOHaNa BfeyeT 3a CO60M 60MbLUY0 CAOXHOCTb W MEHbLUYHO
3alLMLLEHHOCTb.

[laneko He BCe MPOW3BOAWUTENN BbIMyCKatOT 0GHOBMEHNWS, 3aKPbIBAKOLNE KPUTUYECKME
YA3BMMOCTM 151 CBOUX YCTPOIACTB.

OCHOBHble COBeTbl /1 6e30MacHOCTM MOGW/BHOTO TenedoHa:

1 Hwuuero He siBNsSieTCA MNo-HacToswemy 6ecnnaTHbiM. Byab OCTOPOXEH, Bedb Korga
Tebe npepnaraloT GecrniaTHbIA KOHTEHT, B HEM MOFYT ObiTb CKPbITbl Kakue-TO
nnaTHble ycnyru,

2. [ymaii, npexge yem oTnpaBuTb SMS, (0TO MAM BMAEO. Thbl TOYHO 3HAELb, F4e OHU
6yayT B KOHEYHOM uTOre?

3. HeobxogmMmo 06HOBAATL OMepaLMOHHYI0 CUCTEMY TBOErO CMapT(OoHa,;
4. Vcnonb3yi aHTUBUPYCHbIE NPOrpaMMbl A5 MOOUbHbIX TeNeqOHOB;



He 3arpy>Ka|‘/’| MNPUNOXXEHNA OT HEN3BECTHOIO UCTOYHUKA, Belb OHU MOTYT COAEPXKaATb
BPEAOHOCHOE nporpaMmmHoe obecrneyeHune

AH(OpmaHuto, 3aiian B
6. lMocne TOoro kak Tbl Bbllijewb C caiiTa, rae BBOAUN ,

HacTpoiiku 6paysepa u yganu cookies; aKTVWBWPOBaHbl Ha TBOEM HOMEDE;
7. TlepropnyecKun NpoBepsiii Kakue niarHbley Y KOTOpPbIX Tbl 3HaeLb W
8. [Jasaii cBO HOMep MO6GMALHOrO TeneoHa TOMLKO NOAAM, y

KOMY [0BepseLLb; He nonb3yewsbca. He 3abbiBaii
9. Bluetooth gonxeH 6bITb BbIK/OYEH, KO [

MHOra nNpoBepATh 3TO.

Online urpsl

v FTCOYHbIE  3axBaTbiBalOlUiMe pa3BeYeHus,
COBpEMEHHbIE  OHMANH-UTPbI 3 A

VIrpoku uccnegytoTt faHHblli UM Mup,
00beAMHSAIOWME COTHU ThiCAY Ye/I0BEK MO BCEMY C MOHCTpPaMu ¥ MOAyYalT OnbIT.
obwaTca gpyr ¢ ApYyrom, BbiMONHAOr3agaHun P abOHeMEHT wnnu npuobpetarT
3a y[oBOMbCTBME OHM NAaTAT: Mokynaw! AMCK, onnayms

KaKune-t1o onyun.

Bce T cpeAcTtBa ,AYT ,a 0 » * - »
6e30MacHOCTb: COBEPLLEHCTBYHTCS

CepBepoB.
(umdpoBbie 3annaTkK A8 NPOrpamMm), 3aKPbIBAOTCS YA3BUM u u

OT/IW.KN CBOMX COMEPHWUKOB, CKOJIbKO KpaXwu

aBTOPHS3apmwuya GONbLIKWHCTBA UFP.

F=rnan

rsoero MapomM~Hall)Topw< « "

2 Moxmyini™6 paMHUcTpaTopaM Wrpbl ,a naoxu ™gea“ ne 3JTOM0 “IP°Ka’
XenatefibHO MPUNOXUTL Kakue-To
He ykasbiBai MMYHY UH(OpPMaL Mo B Mpodaline urpsl,
4. YBaxali [pyrmx y4acTHUKOB MO WUTPE;
5 He ycTtaHaBnuBaii HeomLManbHbie NaTyy U MOAbl,
rs ™ "b 7 ,"0 ™ O 4 aThb

aHTMBMpyc. Moka Tbl Mrpaellb, TBOW
KOMMbLIOTEP MOTYT 3apasnTh.

OULLMHT MAKN Kpa>Ka IMUYHbIX AaHHbIX

OO6bIYHOWN Kpaxkei peHer u r-?
pasBUTMEM  WHTEPHET-TEXHOMOrUN  3/10YMbILLIEHHUKN p
MPOAOMXAIOT 32aHUMATLCS «/I0OUMbBIM» [1e/1IOM.

Tak nosasunacb HoOBaa yrposa: -epHeT-mMm0=

KOTOPOTO COCTOUT B nony«cnwwn KOW MAEBAMANBLH (LLIHI (oT fishing

pblbHas noBns,
naponeii. Ha aHrnniickom fsbike phishing yutaetcs kak

Y%
password — naponb).
OCHOBHble COBeTbl M0 60pbbe € QULLINHIOM aewsb 4Tl
1.

Cnegn 3a csouM akkayHToM. Ecnu

TBOA aHKeTa Oblnia
bl
B3/TOMaHa,

ajiall wcTpaTopam
TO HeobX0AWMO 3ab6/0KMpOBAaTb €e U COOOWWUT [ H
pecypca 06 3TOM Kak MOXHO CKopee,



2. Vcnonb3yih 6esonacHble BeG-CaiiTbl, B TOM 4uC/e, WHTEPHET-MarasMHoB W
MOMCKOBbIX CUCTEM;

3. Wcnonb3yii cnoxHble W pasHble naponu. Takum obpas3om, ecnu Tebs B3/OMAlOT, TO
3/10YMbILLNEHHUKM NOAYyYaT 4OCTYN TOMKO K OfHOMY TBOEMY MPOUALI0 B CeTH, a He
KO BCeM,;

4. Ecnn Teba B3nOManuM, TO HE0OXOAMMO MpefynpefuTb BCEX CBOMX 3HAKOMbIX,
KOTOpble f06aBMeHbl Yy Tebs B Apy3baX, O TOM, UTO Teba B3fOManM U, BO3MOXHO, OT
TBOEro MMeHU ByfeT pacchinaTbCs Cram U CChIKM Ha PULLNHIOBbIE CaiThl;

5. ¥YcTaHoBM HagexHblid naponb (PIN) Ha MOOWbHBIA TenedoH;

OTKNoUM coxpaHeHWe napons B 6paysepe;

7. He oTKpbiBaii (haiiibl U Apyrve BIOXKEHWS B NUCbMax AaXe eCcnn OHW MpULIn oT
TBOUX Apy3ei. Jlyulle yTOUHM y HUX, OTMNPABASAAN M OHU Tebe 3T (haiifbl.

o

LUuhposas penyTayus

Lingposas penytaumsa - 3T0 HeraTMBHasa WUaM MO3MTUBHas MHGopMaLmsa B ceTu o Tebe.
KomnpomeTupyowas nHpopMaLms pasmelleHHas B WHTEPHETe MOXET Cepbe3HbiM 06pa3oM
0Tpa3nTbCA Ha TBOEN peanbHOW XW3HMW. «LludpoBas penyTauus» - 3TO TBOW UMUK, KOTOPbIiA
thopmmpyeTcs 13 nHhopmaumm o Tebe B MHTEPHETE.

TBOE MeCTO XUTeNbCTBa, y4ebbl, TBOE (JMHAHCOBOE MOJIOXEHWE, 0COOEHHOCTM XapaKTepa
M pacckasbl 0 6/1IM3KKX - BCe 3TO HaKan/IMBaeTCs B CETU.

MHOrve NoapOCTKU NErKOMbIC/IEHHO OTHOCATCS K My6aMKauuy NMYHOW MH(opMauun B
NHTepHeTe, He NOHUMAs BO3MOXHbIX MOCNeACTBUIA. Thbl fake He CMOXELUb 40rafaTtbCs O TOM,
yTo (hoTorpacms, pasmeLLeHHas 5 neT Hasag, CTana MPUYMHOI 0TKaza NPUHATL Tebs Ha paboTy.

KoMMeHTapuu, pasMmellieHne TBOMX (oTorpauii u Apyrue [eWACTBUS MOTYT He
MCYE3HYTb [JaXe MNocne TOro, Kak Tbl WX yAanullb. Tbl He 3Haellb, KTO COXpaHua 3Ty
MHOpMaUMio, Lonana M OHa B MOMCKOBLIE CUCTEMbI M COXPaHWMACh NN OHa, a FNaBHOE: 4To
nogyMaroT o Tebe OKpyKatoliee MoAM, KOTOpble HalngyT u yBuAAaT 3To. HaiiTm uHgopmaunio
MHOr0 f1eT CNyCTA CMOXET M60i - Kak M3 Ao6pbiXx MOOYXAEHWUI, TaKk M C HaMepeHWeM
NPUYUHNTL Bped. ITO MOXET ObITb KTO YrofHO.

OCHOBHble COBETbI M0 3aLiuTe LUMPoBOiA penyTauum:

1 Tlogymaid, npexae yYeM 4TO-TO NyO6/IMKOBaTb M MepedaBaTb Yy cebsi B 6nore wuam B
coumanbLHoOM ceTu;

2. B HacTpoiikax npogunas ycTaHOBM OrpaHUYeHns Ha NPOCMOTP TBOEro Npoduas u ero
COLEePXXMMOro, caenai ero TONbKO «Ans Apy3en»;

3. He pa3mewiain n He yKasbiBaii MHGOPMaLMIO, KOTOpPasi MOXET KOro-1mbo 0CKOp6nsTh
nnn obmxatb.

ABTOPCKOE NpaBso

CoBpeMeHHble  LWIKOMbHUKN- aKTWBHbIE MNOMb30BaTENIM  LMGPPOBOro MNPOCTPaHCTBA.
OfHaKo faneKko He BCe 3HAKT, YTO NONb30BaHWE MHOMUMW BO3MOXHOCTAMU LUGPPOBOro mMupa
TpebyeT cobN0AEHUS NPaB Ha MHTENNEeKTYaNbHY CO6CTBEHHOCTb.

TepMUH «MHTeNNeKTyanbHas COGCTBEHHOCTb» OTHOCMTCA K Pa3fMUHbIM TBOPEHMAM
YENIOBEYECKOr0 yMa, HauMHasi C HOBbIX M300peTeHnit 1 3HaKoB, 0603HaYaloL X COBCTBEHHOCTb
Ha MpoOAYKTbl W YCAYrM , W 3aKaHYMBas KHWramu, oTtorpaguamu, KuHOpUIbMamMn W
My3blKa/lbHbIMU MPON3BEAEHNSMMU.



ABTOpCKME NpaBa - 3TO MpaBa Ha UHTENNEKTyaNbHY0 COGCTBEHHOCTL Ha NPOW3BEAEHUS
HayKu, nnTepaTypbl 1 UCKycCcTBa. ABTOPCKME MpaBa BbICTYNatoT B KaYeCTBe rapaHTVM TOro, YTo
WHTENNEKTYaNbHbIA/TBOPYECKNIA TPYA aBTOpa He OGYyAeT HampacHbIM, AacT emMy CrpaBefnvBble
BO3MOXXHOCTM 3apaboTaTb Ha pe3ynbTaTax CBOEro TpyAa, MOMY4YMTb U3BECTHOCTb M MPU3HAHME.
HWKTO 6e3 paspeLLeHns aBTopa He MOXET BOCMPOU3BOAMTL €ro Npoun3BeaeHmne, pacnpocTpaHATh,
ny6AMYHO [EeMOHCTPMPOBATb, MNpofaBaTb, MMMOPTMPOBaTb, MycKaTb B MpPoKaT, My6/MYHO
MCMONHATb, MOKa3blBaTb/UCNONHATL B 3(hnpe UM pa3MeLaTb B VIHTepHeTe.

Vcnonb3oBaHMe «NMPaTCKOro» nporpamMmmHoOro obecneyeHNs MOXeT NPUBECTN K MHOTUM
puckam: OT noTepun AaHHbIX K TBOMM akKKayHTaM A0 6]'IOKI/IpOBKI/I TBOEro yCTpOVICTBa, rne
yCTaHOBﬂeHHbIVI He nerasbHad nporpamMma. He cTouT Takxe 3abbIBaTb, 4TO cyuwiectByeTt
nerasbHble 1 6ecnnaTHble nporpamMmmsbl, KOTOPbIE MOXHO HainTu B ceTu.

O nopTave

CeTeBMYOK.ph - TBOW [NaBHbIA COBETYMK B CETU. 3[eCb Tbl MOXeEWb Y3HaTb O
6e30MacHOCTV B CETW MOHATHLIM W AOCTYMHbIM S3bIKOM, a NPU BO3HWKHOBEHWUU KPUTUYECKON
CMTyauuy o6paTUThbCs 3a COBETOM. A TaKXe MPUHSATb y4yacTMe B KOHKypCax U CTaTb CaMbiM
UMEPOBBLIM FpaXkaaHMHOM!



MpunoxeHune Ne3. MamaTKa ansa poguteneli 06 MHDOpMaLMOHHO 6e30MacHOCTU AeTei

OnpefeneHve TepMuHa «UH(OPMaLMOHHAsA 6e30MacHOCTL [AeTeil» COLepXUTcs B
denepanbHOM 3akoHe No 436-P3 «O 3awmTe feTeil OT UHGOPMALUK, NPUUMHSAIOLLEN Bpes WX
300POBbI0 U Pa3BUTUIO», PETYMPYIOLMM OTHOLUEHMS, CBA3aHHbIe C 3aliWMTON feTeid or
MH(opMaL MK, NPUUUHAIOLWERA Bpes UX 340p0BbI0 U (UnK) pa3BuTUo. COrnacHo faHHOMY 3aKOHY
«MH(OpMaLMOHHasa 6e30MacHOCTb [AeTeil» - 3TO COCTOSHME 3allULLEHHOCTU, MPU KOTOPOM
OTCYTCTBYET PWCK, CBSI3aHHbIA C MpUYMHEHMEM WHMOpMauWein Bpeda WX 340P0BbO U (MIN)
(h13nYecKoMy, NCUXNYECKOMY, AYXOBHOMY, HPaBCTBEHHOMY Pa3BUTUIO.

B cuny ®depepancHoro 3akoHa Ne 436-®3 uHhopmalmei,
3[0pOBbIO 1 (MNK) Pa3BUTUIO AETEN, ABNSETCS:
1. mH(popmaLus, 3anpeLleHHas 4ns pacnpocTpaHeHWs Cpean LeTeil;
2. nHhopmMaums, pacnpocTpaHeHune KOTOpOW
JeTeli  onpefeneHHbIX BO3PACTHbLIX KaTeropuii.
K nHthopmaumu, 3anpeLeHHOR Ans pacnpocTpaHeHUs cpeam AeTei, OTHOCUTCS:
NH(opMauusa, nobyxxgarollas AeTed K COBEPLUEHWUIO AEACTBWIA, NPeACTaBAAOLLMX
Yrpo3y WX XW3HU U (U1K) 340POBLIO, B T.Y. MPUYMHEHUIO Bpeda CBOEMY 3[0POBbIO,
camoy6miicTBy;
CNOCOGHOCTL BbI3BATbL Y fe-reli KenaHwe ynoTpebUTb HApKOTUYECKMEe CPeacTBa,
ncuxoTponHble ¥ (UaM)  odypMaHMBaloWme BellecTBa, TabauHble W3fenus,
anKoroflbHyl0 M CMMPTOCOAEPXXalllytd  MPOAYKUMIO, TMNWBO U HamUTKMK,
M3roTaB/IMBaeMble Ha ero OCHOBe; MPUHATb yyacTue B a3apTHbIX Urpax, 3aHMMaTbCA
NPOCTUTYLMER, OPOASKHUYECTBOM UM MONPOLLAAHNYECTBOM,;
6. 00OOCHOBbIBalOLLaA WAM  OnpaBAbiBalollasd AOMYCTMMOCTb  Hacuaua u (unm)
XKECTOKOCTU NN60 nNoGyXAarollas OCYLeCTBASATb HACWUNbCTBEHHblE AEeNCTBMS MO
OTHOLLIEHMIO K NMOASM W XXUBOTHbIM;
oTpULaloLLas CemMeiHble LIEHHOCTM U (DOPMMPYIOLLAs HeyBaXkKeHWe K POAUTENAM U
(nnn) gpyrum YneHam Cembh;
8. onpasjblBaloLas NPOTUBOMPABHOE MOBEAEHME;
9. cofepxallas HeLeH3ypHYHO 6paHb;
10. cogepxxaLiast MHHOPMaLMIO NOPHOrpagMyecKoro xapakrepa.

NpUUMHAKOLWERn Bpeg

OrpaHuYeHo cpeau

w

K MH(opMaumu, pacrnpoCcTpaHeHne KOTOpOl/ OrpaHUYeHO cpeaw AeTeli onpefeneHHo
BO3pacTa, OTHOCKTCA:
1. vHpopmayms, npeacTaBisieMas B BUAE M306PaXEHWSt UM OMKUCAHUS XKECTOKOCTH,
(manmueckoro 1 (MAM) MNCUXMYECKOTO HAcWNIUs, MPEcTYNeHUus WAM  MHOTo
aHTUOOGLLECTBEHHOIO AENCTBUS;

2 BbI3blBalOLLAA Yy feTeil cTpax, y)Kac WM MNaHWKy, B T.4. NpeAcTaBnsemas B Buje
N300paXXeHNs WA OMUCAHMS B YHMXKalOLUEA 4enoBevyeckoe AOCTOMHCTBO (hopme
HeHacU/NIbCTBEHHOW CcMepTW, 3aboneBaHWs, CamoybWiACTBa, HECYACTHOrO Cny4as,
aBapumn Uan katactpodsl U (M) Ux NOCNEACTBUIA; A

3. npeAcTaBnsemass B BMAE U306PaXKEHMST WM OMMCAHWUSA MOMOBbIX OTHOLUEHWIA MeXAy

s MY>XUMHOM 1 XEHLUHOIA;

cofiepxallas 6paHHbIE CI0BA U BbIPAXKEHWS!, HE OTHOCALLIMECS K HELIEH3YPHOW 6paHu.

C yueTom 3Toro Bam nmpegiaraloTca npaBuia paboTebl B CeT VIHTEPHET A5 PasfinyHbIX

BO3PaCTHbIX KaTeropuid, CO6MOAEHME KOTOPLIX MO3BOAUT 06ECneyYnTb MHQPOPMALMOHHYHO
6€e30MacHOCTb BalUMX AeTel.

O6Le npaBLla ana poanTenei
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MOMHOCTBIO HAH e 0  KOHTponuPoBaTh “MHMOpMaLNID, HO He MonaraiTech
2 Fnw R,n I LLle BHMMaAHME K Pe0eHKy - rnaBHblil METO[ 3alUThl.

> blo2s.tall.rr°rkot*rruTarn I °AgHM*“ COLwmanbHbIX cePeucos (LiveJoumal,

HeXxenaTe/bHble M OMacHble CaiTbl (Hanmpumep, MOPHOCAT, WM CAaNT Ha KOTOTM
agpec)IP MHaeT HOMGBP COTOBO™ Ttened°Ha Bawero P~eHka unan Baw gomallHwWig

4’ asnlTwm ortBalMX [ETCA CO06wath 060 BCeM CTPaHHOM WAM OTTa/KUBAIOLWMM U He
HHTe Hety neTl HJ1 " 16’ K°I',CI%°I—I/I3P J6/TaioT (13’33 onaceHus [OTERATE NOCTYI K

HTEPHETY [eTn He  roBopAT PoguTefsam 0 npodbsieMax, a TakXKe MOryr' Hadar.
MCMonbL30BaTh VIHTEPHET BHe foMa W LLKONbI).

" WHTpIC B KYPCe CeTeBoi m3Hu Bawero pebeHka. VIHTepecyiiTecb, KTO UX Apy3bs B
HTEPHET TaK e, KaK UHTepecyeTechb peasbHbIMU APY3bAMU.

BospacT oT 740 8neT

A ™ 1 UL o) 1 "o JAN N
gl-?l/lm Fnihcwa ppe6eH0K-EeT-l:‘ % AaHEg&I%OB' a}cc%e obnapatT Eaanbﬁn ‘-Iy>B/CTBOM cembiu
£ £ £ ™r1p B "»54T ,rpayb , CeTeBble UTPb"H
H=pekKo,e3a,lep3e™ [ M“ ¥ FOHE Mg ca“™ | oyapbl.

CoBeTbl M0 6e30MacHOCTK B CeTU VIHTEpHET ans aetein 7-8 net

A a e " ~ "PaBW1 " °CellleHA NHIep,Kla MP™ YY4CTIN” »
2. Tpebyiite oT Bawero pebeHka COOGMOAEHMS BPEMEHHbIX HOPM HaXOXAEHMS 3a
KOMNbloTePOM. MoKaxuTe pebeHKy, UTo Bbl HabnogaeTe 3a HUM He NOTOMY YTO Bam
emy nomoyb’ a MOT°> My UT° Bbl 6ecrniokouTech 0 ero 6e30nacHOCTU U BCerga rotosbl

3. KomnbiloTep ¢ NoAKMOUeHWEM K VIHTEpPHETY JO/MKEH HaXOAUTLCA B 06LUel KOMHaTe
nog NPUCMOTPOM POAUTENEN.

4. |/|CI'IOI'Ib3yI7I re cneynasnbHble AETCKME MONCKOBbLIE MaLLWHbI.

3" cra3”™io MMTde%FTBa 6/I0KVIP °Banns HexxenaTe/IbHOr0 KOHTEHTa Kak A0No/IHEHME K
CTaHZapTHOMY NTeJIbCKOMY KOHTPOJIHO
& ¢ bE* 3'eMPOBLUA ALKYK 4YTCebl “ — —

7. Bnokupyiite AOCTyn K cailTam ¢ 6ecniaTHbIMU MOYTOBLIMW SILIMKAMMW C MOMOLLBIO
oTBeTe 1BYIOLLEr0 NPOrpaMMHOro 06ecreyeHus.

8. TMpuyumTe peTeit coBeToBaTbCsi C Bamu nepes ony6AMKoBaHWMEM KaKOW-nn60
npoduneilM °PeICTBaMA aneto” © ‘WO MOYTbl, YaTOB, PErUCTPALMOHHBLIX QOpM U

9 cornacua. OeTel 6 3llpyXKatb daiinbl> nporpaMMbl UM My3blKy 0€3 BallEero



10. He paspeluaiiTe 4eTAM MCNOMb30BaTb CAY>X6bl MTHOBEHHOTO 06MeHa COO6LLEHNSAMM.

11. B «6enblii» CNMCOK CanTOB, PaspeLLeHHbIX ANS MOCELLEHWSs, BHOCUTE TONLKO CaliThbl C
XopoLlei penyTauuei.

12. He 3abbiBaiiTe 6eceqoBaTh C AeTbMM 06 MX APY3baX B VIHTepHeTe, KaK ecnu 6bl peyb
LWMa 0 ApY3bSiX B PeasibHOM XU3HU.

13. He genaitTe «Taby» 13 BOMNPOCOB MOJIOBOI XXWU3HW, TaK Kak B VIHTepHeTe feTu mMoryT
NEerko HaTKHYTbCS Ha MOPHOrpaduio NN CainTbl «ANs B3POC/bIX».

14. Mpuyunte Bawero pebeHka coobwartb BaM O /OBbLIX Yyrposax WAM TpeBorax,
cBfi3aHHbIX ¢ VIHTepHeTOM. OcTaBaliTeCb CMOKOMHbLIMW 1 HAMOMHUTE AETAM, YTO OHU
B 6€30MacHOCTK, €ciM caMu pacCKasain Bam O CBOMX TpeBorax. [oxeanute ux u
MOCOBeTYTe NOJOWTK ellle pa3 B NOAOOHLIX ClyYasX.

BospacT geTein oT 9 a0 12 neT

B gaHHOM BO3pacTe [eTW, Kak MpaBW/o, YXKe Hac/blliaHbl 0 TOM, Kakas MHbopMaums
cyulectByeT B MHTepHeTe. COBEPLIEHHO HOPManbHO, YTO OHW XOTAT 3TO YBWAETb, MPOYECTb,

yCnbllath. Mpy 3TOM HYXKHO MOMHWTb, YTO AOCTYM K HEXenaTeNbHbIM MaTepuanam MOXHO
NErko 3a6/10KMpoBaTh NpY NMOMOLLM CPeACTB POANTENLCKOTO KOHTPOSS.

CoBeTbl N0 6e3onacHOCTU Ans Aetei ot 9 go 12 net

1. CospgaiiTe CNUCOK [JOMALUHMX MNpaBwa NoceweHns VIHTEepPHET npu yyacTun geTeli u
TpebyiiTe ero BbIMO/HEHNUS.

2. TpebyiTe oT Balwero pe6eHka cobMt0AeHNSA HOPM HaXOXAeHNS 3a KOMMbIOTEPOM.

3. Hab6nwopgalite 3a pebeHKOM MNpu paboTe 3a KOMMbKOTEPOM, MOKaXUTe emy, 4To Bbl
6ecrniokonTecb 0 ero 6e30NacHOCTU ¥ BCerfa rotoBbl 0KaszaTb €My NOMOLLb.

4. KomnbloTep C NOAK/IOYEHMEM B VIHTEPHET AO/MKEH HAXOAWUTLCS B 06LIEli KOMHaTe
noA NPMCMOTPOM POAMTENEN.

5. Vcnonb3yiiTe cpeacTsa 6/10KMPOBAHUA HeXenaTelbHOr0 KOHTeHTa Kak [0MNoHeHne K
CcTaHAapTHOMY PoauTeNIbCKOMY KOHTPO/IO. A

6. He 3abbiBaiiTe NpMHUMaTbL HEMOCPEACTBEHHOE YUYacTue B XXU3HU pebeHka 6ecefoBaTb
C feTbMy 06 UX Apy3bax B HTepHETe.

7. HacTtauBaliTe, UTO6bl AeTW HUKOr4a He COrnallasiuch Ha SIMYHbIE BCTPEUU C ApY3bAMU
no NHTepHeTty.

8. To3BonainTe aeTaMm 3axoAWTb TOMBKO Ha CailTbl M3 «HENoro» Crnucka, KOTOpbIi
co3/aiTe BMECTE C HUMM.

9. Mpuyunte peTel HWKOrga He BblgaBaTb JIMYHYH MH(OPMaLMIO CpeacTBaMm
3MIEKTPOHHOM  MOYThbl, 4aTOB, CUCTEM MFHOBEHHOTO 0OMeHa COO0OLLEHNAMY,
PErncTpaLMoHHbIX (OPM, JIMYHBLIX NPOPUIEA M NpU perncTpauum Ha KOHKYpCbl B
MHTepHeTe.

10. MpuyunTe AeTeli He 3arpykaTb nporpammbl 6e3 Bawlero paspeweHus. O6bACHUTE
MM, 4YTO OHM MOTYT CAyYaliHO 3arpy3uTb BUPYCbl WM APYFrOe HexenatenbHoe
nporpaMMHoe obecrieyeHue.

WN. Co3paiite Bawemy pebeHKy OrpaHUYeHHYK Y4YeTHYK 3anucb [Aaa paboTbl Ha
KOMMbIOTEpE.

12.

Mpuyunte Bawero pebeHKa cooblaTb BaM O JO6LIX Yrposax WM Tpesorax,

CBfi3aHHbIX ¢ VIHTepHeTOM. HanoMHuTe feTsM, YTO OHWM B 6€30MacHOCTU, ec caMu

pacckasanm Bam 0 CBOMX TpeBorax v onaceHusx.

13. PacckaxuTe geTam o0 nopHorpagum B HTepHeTe.

14. HacTanBaiiTe Ha TOM, 4YTOObl AeTW NPeAOCTaBMSNAMN BaM AOCTYN K CBOEN 3/1EKTPOHHO
noyTe, 4Tobbl Bbl Y6EANANCH, YTO OHM He 06LLa0TCA C HE3HAKOMLAMMU.

15. O6bACHUTE  [OeTAM, 4YTO  Henb3d

NCMoNb30BaTb  CETb  ANI  XY/IMFaHCTBa,
pacnpocTpaHeHUst CNAeTeH UK yrpos.



BospacT geTeil oT 13 oo 17neT

B 3TOoM BO3pacTe MOAPOCTKM aKTMBHO WCMOMb3YHOT MOMCKOBbIE MalUWHbI, NOMb3YyHTCS
3M1EKTPOHHOI MOYTOM, CNy)X6amy MrHOBEHHOrO 06MeHa COOGLLEHUAMM, CKauMBalOT MY3bIKY U
(unbMbl. Manbunkam B 3TOM BO3pacTe 60/blle MO HpaBy CMeTaTb BCE OrpaHUYeHWs, OHWU
XaKAYT rpy6oro omMopa, asapTHbIX UIP, KAPTUHOK «[ B3POCMbIX». [JeBOUYKU NPeAnounTaoT

oblWaTbCs B uaTax, MpWM 3TOM OHW ropa3fo 6onee UyBCTBUTENbHbI K CEKCYaslbHbIM
AomoraTtenscTBam B VIHTepHeTe.

3ayacTyto B JaHHOM BO3pacTe POAMTENSM Y€ BeCbMa C/OXHO KOHTPO/MPOBATh CBOMX
JeTeld, Tak Kak 06 VIHTepHETe OHM YK€ 3HAIOT 3HAUNTENIbHO GOMbLIE CBOMX poauTeneil. Tem He

MeHee, He OTMycKaiTe AeTeil B «CBOOGOAHOE nniaBaHMe» Mo WHTepHeTy. CTapaiTecb aKTMBHO
y4acTBOBaTb B 06LLeHUN pebeHKa B HTepHeTe.

BaHO MO-NpeXHeMy CTpPOro co6wfaTb npaBuna  VIHTepHeT-6e30MacHOCTM -
cornalleHve Mexay PpoAauTensaMum n AeTbMU. Kpome TOro, Heo6XOAMMO Kak MOXHO uallle
MpPOCMaTpMBaTh OTYEThl O [AeATeNbHOCTW feTelt B HTepHeTe. CneagyeT o6paTWTb BHUMaHUE Ha

HEeo6X0AMMOCTb COAepPXXaHUs POAUTENbCKUX naponeil (naponeit afiMUHMCTPATOPOB) B CTPOroM
cekpeTe U 06paTUTb BHUMaHWE Ha CTPOrOCTb 3TUX Maponel.

CoBeTbl N0 6€30NacHOCTU B 3TOM Bo3pacTe oT 13 go 17 net

1 CospaiiTe CcnNMCOK [JOMALLUHUX MpaBWA MNocewleHWss VIHTepHeTa npu  y4yacTuu
NMoApPOCTKOB K TpebyliTe 6e3ycnoBHOrO ero BbiMonHeHMs. O6rosopute ¢ pebeHKOM
CMNCOK 3amnpeLleHHbIX CalTOB («YepHbIli CMMCOK»), 4Yacbl paboTbl B WHTepHeTe,
PYKOBOACTBO MO 06LLeHNI0 B VIHTEpHETE (B TOM YMC/e B YaTax).

2. KowmnbloTep C NOAKMOYEHMEM K CeTU VHTEpHET A0/MKEH HaxoAuTbCA B 0OLLEl
KOMHare.

3. He 3a6biBaiiTe 6ecefoBaTb C AeTbMU 00 UX ApYy3bsiX B VIHTepHeTe, O TOM, YEM OHWU
3aHATbl TakMM 06pa3om, OYyATO peuyb UAET O ApYy3bSX B peaslbHOW  XKU3HW.
CnpawmBainiTe 0 ntoAax, C KOTOpbIMM fAeTU 06LATC MNOCPEACTBOM  CNYXO
MFHOBEHHOI0 06MeHa CO0OLLEHNAMU, YTOObI yO6eanTbCA, YTO 3TU NHOAMN UM 3HAKOMbI.

4. Wcnonb3yiiTe cpeacTBa 6/10KMPOBAHNS HeXeNaTeNlbHOro KOHTEHTA KaK A0NO/HEHME K
CTaHJapTHOMY PoauTeNbCKOMY KOHTPOSHO.

5. Heobxoanmo 3HaTb, Kakumu uaTamy nonb3yroTca Baww pgetw. Toowpsiite

1CNoMb30BaHE MOAEPVMPYEMbIX YaTOB M HacTamBaiiTe, YTOObI 4eTW He 06LaNNCh B
MPVUBATHOM PEXMME.

6. HacTauBaiiTe Ha TOM, 4YTOObl AE€TU HUKOrfa He BCTPEYaUCb IMYHO C APY3bsSMU U3
ceTn VIHTepHerT.

7. TMpuyunte fJeTeil He BblgaBaTb CBOK IMYHYKO  MHOPMaLMIO  CpeacTBaMu
3MIEKTPOHHOWA  MOYTbl, 4aTOB, CWUCTEM MIHOBEHHOro O6MeHa COO6LEeHUAMU,
PErncTpaLMoHHbIX (OPM, AUYHLIX NpodUAei U NpU PerncTpauum Ha KOHKYpChbl B
MHTepHeTe.

8. TMpuyunTe peTell He 3arpyxatb nporpammsl 6e3 Bailero paspelseHus. O6bscHUTE

MM, 4YTO OHM MOTYT C/yyaiiHO 3arpysuTb BUPYCbl WK [PYroe HexenarenbHoe
nporpaMmMHoe o6ecreueHue.

9. Mpuyuute Bawero pebeHka coobllaTb BaM O /OOLIX Yrposax WAM TPeBorax,
CBA3aHHbIX C VIHTepHeTOM. HamoMHuTe f1eTaAM, YTO OHU B 6e30MacHOCTM, eCciu caMit

pacckasanu Bam, O CBOMX Yrposax wnu Tpesorax. lloxsanute vx u nocoseTyMTe
noAoiTK ewe pa3 B MOJOGHBIX CyYasX.

10. PacckaxuTe fgetam 0 nopHorpadumm B MHTepHeTe. lomorute MM 3aWuMTUTbCA OT
cnamMa. HayuuTe nMOAPOCTKOB He BblfaBaTb B VIHTepHeTe CBOEro peasibHOro



3NEKTPOHHOIO afpeca, He OTBeYaTb Ha HeXenaTeNbHble MUCbMa U UCMOMb30BaThb
cneymnanbHble NMOYTOBbIE PUALTPBI.

11 MpuyunTe ceba 3HAKOMUTLCS C caiTamu, KOTOPble NOCELLaT NOAPOCTKN.

12. HayunTe geTeid yBaxKaTb ApYrux B MHTepHeTe. Y 6e4MTech, UTO OHW 3HAKOT O TOM, YTO
npaBuia XOpOoLLEero NoBefeHUs AeCTBYIOT Be3fe — AaXe B BUPTyaslbHOM MUpe.

13. O6bACHUTE [eTAM, 4YTO HM B KOeM Ciyyae Heflb3sa ucnonb3oBatb CeTb Ans
XY/IMTaHCTBa, PACNPOCTPAHEHUS CNJIETEH UM YTPO3 APYTUM NIHOLAM.

14. O6cyanTe ¢ NOAPOCTKaMM NPo6eMbl CETEBLIX a3apTHLIX UFP U UX BO3MOXHBIA pUCK.
HanomMHwWTe, 4TO AETU He MOTYT UrpaTb B 3TU UIPbl COrNacHO 3aKOHY.

IMOCTOAAHHO KOHTPONMUPYITE MCNONb30BaHWe VIHTepHeTa Bawum pebeHkom! 3T0 He
HapyLleHne ero ANYHOro NPOCTPaHCTBa, a Mepa MPeAoCTOPOXHOCTU W nposiBneHne Baluei
POANTENbCKO OTBETCTBEHHOCTM 1 3a00Tbl.



